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Une approche ambitieuse

OBIJECTIF CIBLE

Proposer une démarche rationnelle pour définir et Dirigeants
mettre en ceuvre un management efficace du risque Directeur admin. taille moyenne
numérique Risk managers / CISO
FONDAMENTAUX
* 4 phases
* Maitrise du risque numérique / des co(ts GLOBALE PROGRESSIVE SOUTENABLE EVALUABLE

* Valorisation des investissements



Synthese des cultures AMRAE & ANSSI

Mise en place
d"une gourvernance
Comprendre Son activité Appéten
numérique au risque
12-15
Mesure de la performance

Définir sa stratégie
w. OB securité numérique



Synthese des cultures AMRAE & ANSSI

Mise en place
d"une gourvernance
Comprendre Son activité Appétence
numérique au risque
12-15
Mesure de la performance Scenarios o Piloter &
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w. OB securité numérique
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Prendre la Comprendre
mesure du et
risque s’organiser

Batir son Piloter &
socle Valoriser

Prendre la mesure du risque

On passe d’un risque technique ... ... vers un risque d’entreprise

. Risque centré sur les activités transverses ou de support . Risque centré sur les activités métier
. Enjeux de disponibilité, intégrité, confidentialité . Enjeux financiers, juridiques, d’image et de confiance
. Risque non externalisable
. Réponse implique et mobilise 'ensemble de l'organisation
Continuité
Indisponibilité
Datacenter détruit/ indisponible du personnel DCP
Informatique
Litiges fournisseurs
Panne électrique/ télécom Di‘?igﬁg‘:e RH 5 gSOUfCing
. Perte Stratégie
Production d'expertise  d achats inadéquate
Matériel informatique vétuste/ Erreurs d'exploitation Nodlge;f:ct Mauvaise
insuffisant/ détruit » Gouvernance et gzs;?:agfjr:ﬁsza
e » gestion
Attaque arati
e meratent Conformité de la demande
donnees Non respect des lois / Défaut de stratégie S|
i Sécurité IR Absence / non respectde
méthode projet d Mﬁngue
agilité du Sl
Abus de droits
Fuite

‘information Usurpation d’ identité

Applications et Bug applicatif
architecture



Prendre la Comprendre

Batir son
mesure du et ?O clseo
risque s’organiser

Comprendre et s’organiser

Conseil dadministration

Bouvernance et supervision des principes et des processus de gestion des risques
cyber selon les ressources de lorganisation et le mandat du Conseil d'administration

corporate governance
EC' IA scybersecurity

Comité des risques

Présentation des risques majeurs
NS et plans de réduction incluant des
N investissements pour b cyber sécurité
et des solutions dassurances
30--
Co = Ligne ce [Efere

| -
Groupe de gouvernance e
- des risques cyber Lo e
: es plans de
— B s L

Miesion: Déterminer les expositions aux isques cyber
et établir les mesures de traitement et les contrilles approgriée
Composition un représentant pour chague fonction istée ci-dessous

. .
) * . 2t

European
Commission
Ar——eeny
Directorate General for Communications Networks,
Content & Technology (DG CONNECT)

Dékque 3 b Protection
des Jmnnées

Conformté

‘FERMA " ECHA

www fema v e

Source; FERMA EQIA Cyber Risk Governance Report 2017

T e

Piloter &
Valoriser



/_ Prendre la Comprendre Batir son Piloter &

mesure du et :
: ] . socle Valoriser
E I S risque s’organiser

.

VIA

Maitriser son écosysteme numeérique

Pour chaque partie prenante, évaluer 4 critéres :

EXPOSITION

E— Source Dépendance Pénétration
prenante RC MsoLg La relation avec cette Dans quelle mesurela
partie prenante est-elle partie prenante accéde-t-
vitale pour mon activité ? elle 3 mes ressources
internes?

Partie
prenante
‘X\ Partie

prenante

| |
[
VALEURS METIER FIABILITE CYBER

BIENS SUPPORTS
S Maturité cyber Confiance
prenante Quelles sontles Est-ce queles intentions ou

Source
de risqug

capacités les intéréts de la partie
de |a partie prenante prenante peuvent m’étre
; en matiére de sécurité ? contraires ?
Partie Zone de veille

prenante l (< |
prenante

ou

) Partie prenante directement reliée au systeme (1°" niveau de
de risque

® relation)
Partie prenante reliée a une autre partie prenante (2¢ niveau de
relation)
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Identification des Scenarios
* Focus sur les scenarios catastrophiques
* Bien identifier les hypotheses sous jacentes

="' 8

Procurement see
894
4909
IM/ICT & IMSEC Finance

Communication
A & Public affairs

Legal®

Human Resources,

Engineering

Prendre la
mesure du
risque

CONNAITRE

Reconnaissance
externe sources —
ouvertes

Comprendre

et
s’organiser

ldentifier les pires scenarios

RENTRER

Intrusion via un
— canal d’'accés
préexistant

Intrusion via mail
== de hammegonnage
sur service RH

Intrusion via le

R

3 site du comité
d'entreprise
(point d’eau)

Corruption d'un

g personinel de

Iéquipe R&D

Corruption
_ . d’'un prestataire

externe avancée

*  d'entretien des

0 locaux

Batir son
socle

TROUVER

Reconnaissance
a interne réseaux

CIé USB piégée
= connectée sur un
poste de R&D

“  bureautique & IT
site de Paris

Latéralisation vers
réseau LAN R&D

Piloter &
Valoriser

EXPLOITER

Exploitation
=== maliciel de collecte *=%
et d'exfiltration

¥

Création et
maintien d’un canal
d’exfiltration via un

poste Internet

Vol et exploitation

de données de
R&D




Prendre la Comprendre Batir son “ Piloter &
mesure du & socle ¥ Valoriser
risque s’organiser - é ]
g5
l ’ > . E 7 .

Quantification Financiere

Quantification financiére des scenario

« Separer les scenarios en différentes phases
« Simplifier la liste des fonctions impactées

« Adresser les colts affectés a chaque phase

Colits Financiers
Scenario x

H Phase A
M Phase B
M Phase C

Phase D

r | f | ] ]
46
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TS TN T

0 Q
&)




Définir une stratégie de sécurité

$1: Nulla facilisi. Nunc justo tellus,
aliquet eu scelerisque vel, aliquet at
ipsum.

$2: Nulla facilisi. Nunc justo tellus,
aliquet eu scelerisque vel, aliquet at
ipsum.

$3: Nulla facilisi. Nunc justo tellus,
aliquet eu scelerisque vel, aliquet at
ipsum.

$4: Nulla facilisi. Nunc justo tellus,
aliquet eu scelerisque vel, aliquet at
ipsum.

$5: Nulla facilisi. Nunc justo tellus,
aliquet eu scelerisque vel, aliquet at
ipsum.

$6: Nulla facilisi. Nunc justo tellus,
aliquet eu scelerisque vel, aliquet at
ipsum.
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Cyber risks, a view from the industry - Ferma Forum 2015 - Cyber risks

workshop
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Mesure de sécurité

Prendre la
mesure du
risque

Scénarios de ‘

Comprendre
et
s’organiser

Batir son

socle

Piloter &
Valoriser

Coiit
) Responsable Complexité ., Echéance Priorité
risque estimé
Nature Mesure
Factel.:r Sen‘sibilisatio:'\ renforcée aux R3 /R4 Res?ons.ar)le . €5k 3 mois P3
humain méthodes d’hameconnage sécurité
|
Protection renforcée des /\<
Protection données de fabrication et de Responsable .
. . . ‘ R1 /RS ’ , . ++ 3 mois
des données livraison sur le Sl (pistes : v informatique
chiffrement, cloisonnement) \
-“—______——
Plan de continuité d’activité
o ) Responsable ) .
Résilience avec un partenaire / sous- R2 , .. +H+ €30k 1 mois P2
) opérationnel
traitant
; Contrat d’ R1/R2/R3 R bl
Résilience ontra assu‘r'an‘ce. . kel espons‘a € ++ €5k / an 1 mois P1
cyber / responsabilité civile R4 /RS financier




Prendre la Comprendre
mesure du et
risque s’organiser

Definir sa couverture d’assurance

Batir son Piloter &
socle Valoriser

i i - Key pill f beri li
Preparing the dialogue on cyber insurance S L b L B

Senior inance/ treasur i i @ @1 @
Management : s ‘

Legal
Investor relations

Company secretary . . a_rnan
Procurement Assistance Operations Liability
Communication
Internal audit
Risk/ Insurance
management

Forensic e Costs incurred « Legal costs and

investigators to keep or return damages from
the business to claims alleging

Legal services operational privacy breach or

Human Resources

network security
i i : : ‘ Notification Loss of revenue, failure
« Information system security « General business information: "
" " income, turnover
links between the business Credit itori
« IT suppliers, if applicable profile and the cyber threats Ut e iy .
Cybersecurity corporate culture: Costs incurred
» IT update management the human component — ability to + DOngoing assessment: oversight Call center to recreate/
raise awareness and train teams and audit of cyber risk services restore data and
» Ongoing assessment: oversight management plans information
and audit of cyber risk Crisis
management plans » Personal data

management/public
relations

Quelques regles simples:

-connaitre son besoin

-'exprimer clairement avec l'aide de son courtier
-avoir un dialogue de qualité avec son assureur



Prendre la Comprendre
mesure du et
risque s’organiser

’humain au centre du jeu

FORMATION SENSIBILISATION ENTRAINEMENT

~

' 4
N L. A/
Ey e M SecNumacademie gouv.fr o
3 sucallo r Resilience

« Formez-vous a la sécurité du numérique

REFUBLIGUE FRAKCAIS nﬂ” on FRANCE
\g; ?::\; )‘Q \.// \/ \/
A l_}\‘.\:,_v_‘.._/_b
SecNumeduE B 1 5 S

ANSSI i ‘ HAUT COMITE FRANGAIS POUR LA RESILIENCE NATIONALE

Piloter &
Valoriser



Prendre la Comprendre Piloter &
mesure du et Valoriser
risque s’organiser

’homologation de sécurité

L'HOMOLOGATION DE SECURITE

i AEnes Simoles

i wh

Audits,

Certification...
ISO 27005

EBIOS Risk Manager ...

NEW Commission
BUSINES : d’homologation
S Expertise
ACTIVITY (Tempest, Infosec, Security products,

CIs Cryptology, Physical security, Patching,

Cadre, objectifs, périmetre D o sl

Besoins de sécurité

14



Prendre la Comprendre Piloter &
mesure du et Valoriser
risque s’organiser

Batir une sécurité en profondeur

Se protéger contre les attaques en
rendant le Sl et son écosystéeme les
moins vulnérables et exposés
possibles

Détecter les signaux faibles ou une
attaque avérée et répondre pour en
minimiser les impacts

DEFENSE

1990 PROTECTION

GOUVERNANCE

Anticiper, suivre le niveau de sécurité

et renforcer en continu le dispositif

Assurer la continuité d’activité avec
un niveau de dégradation tolérable,
- : N puis la reprise nominale progressive
"@ RESILIENCE & p
AN "( 4 —
N\~

2020

15



Prendre la Comprendre
mesure du et
risque s’organiser

Ameélioration continue

Indicateurs &
tableau de bord

V) —

=
Nouveaux renseignements [Non conformités
(0] ﬂ

-_—

Stratégie n-1 PACS -1

Stratégie PACS

Batir son
socle



Prendre la Comprendre

mesure du et th(l)rdseon
risque s’organiser
Piloter | f
2 I 2
Comprendre son Apprécierson
Activité numérique appétit aurisque
1-
Mise en place
d’'une gouvernance
-12... 15- p
Mesure de la performance Sce-na;ios
Q Amélioration Continue / Valorisation d’exposition
I v \ 4 ‘ A >
= fn - Qi - "J »‘.:’
Definir sa stratégie .~ _
I b ko de sécurité numérique L hiimain du
®@ RCPOHSQ ot centredu jeu
Résilience
I o
. Homologuer ses
=10 - S/l critiques

Orienter sa

I Comité des risques I défense
-9.
‘ Batir sa
protection




Prendre la Comprendre Batir son
mesure du et socle
risque s’organiser

Valoriser la démarche

Investissements de sécurité

... approche Cyber Business Partner

D’un centre de colt .... ... a un avantage concurrentiel

18



Vers une réference internationale

MAITRISE CONTROLLING
DU RISQUE NUMERIQUE THE DIGITAL RISK

THE TRUST ADVANTAGE

AI0L - CON-IANCE
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“mal’

[ ACCELERATEUR D'ECHANGES

Expert en
Cargo Community System
depuis 35 ans

Une plateforme numérique internationale qui facilite et accélere les échanges d’informations
sur la marchandise entire les acteurs du commerce international
via des systemes d’'information intelligents

21



EXPERIENCE

NOTRE MISSION
Créer un Port Community System destiné a gérer le passage portuaire de la marchandise

Expert en projet R&D

‘Blockchain  Intelligence Arficielle  RFID.
CiIs Géolocalisation  Code Barre
1989 2005 2018
AP
201

35 ans d’expérience dans les
CARGO COMMUNITY SYSTEMS

‘I COMMUNAUTES PORTUAIRE EN
FRANCE ET EN DOM-TOM BROXTS

Cis
environ 4000 utilisateurs

22 AirPort+




15 METIERS CONNECTES

Transftaires Agents Armateurs Douanes Gestionnaires  Importateurs
maritimes de parc de / exportateurs
vide

CARGO COMMUNITY
SYSTEM (CCS)

de ter

Gendarmerie  Services ST Groupeurs  Transporteurs  Transporteurs Transporteurs
phytosanitaires vétérinaires degroupeurs (= ter nevve

23



DE L'INFORMATIQUE AU NUMERIQUE

ES

Nouvelle gouvernance avec forte volonté de changement

Lancement de Ci5 et de ses nouvelles technologies :
blockchain, lintelligence, artificielle , la gestion en
mode Saas, hebergement dans le Cloud...

Nouveaux risques
Nouvelles menaces

Améliorer la sécurité, disponibilité et l'intégrité
des donnees de nos clients




L'ISO 27001

Lancement de la certification ISO 27001 avec I'AFNOR

Nouvelle organisation avec la_Création d'un service Qualité Sécurité
et un renforcement de nos poles innovation, exploitation et edition

Création du Systeme de Management Sécurité de l'information
Sensibilisation inferne importante sur les bonnes pratiques, quizz, questionnaire

Realisation d'audits techniques sur nos produits et audit interne
par des experts ISO 27001

Veilles réglementaires sécurité, Innovation, transport

Partenariat d'excellence en matiere de sécurité de l'information

r

L'évaluation et la gestion des risques de sécurité de I'information
sont‘au coeur de la norme ISO 27001.



L' ANALYSE DE RISQUES :

Cing étapes simples vers une évaluation des risques ISO 27001 efficace

« Valider un cadre de gestion des risques
« |dentifier les risques

« Analyser les risques

« Evaluer les risques

MGI a utilisé la méthode EBIOS, méthode d'analyse de risque francaise de référence, qui nous a
permis de réaliser une appréciation et un fraitement des risques en fonction des contextes internes,
externes, menaces et des criteres ci-dessous :

Vraisemblance/ Gravité 1 2 3 4
1 acceptable acceptable acceptable a maitriser
2 acceptable a maitriser a maitriser a maitriser

3 a maitriser a maitriser a maitriser
4 a maftriser




COUTS OU INVESTISSEMENTS

En France, la facture d'une cyberattaque s'éleve

en moyenne & 8, 6 millions d'euros. Un arbitrage delicat

- -

MGI a décidé de créer une organisation
Qualité Sécurité avec le recrutement entre
autre d'un chef de projet Qualité Securité
egalement DPO qui pilote le SMSI et
I'amélioration continue

Mise en place d'outils qui renforcent la
robustesse des systemes MGI : Anti spam et
virus, gestion documentaire dans le cloud,
vidéosurveillance dans les locaux, alarmes....

Réalisation d'audits d'intrusion dans nos

Une forte sensibilisation en interne pour éviter systemes
les virus malveillants de type ranconware ou
infrusion physique

LA SECURITE N'A PAS DE PRIX !

27



Partenariats MGI

)
A\

DOUANES
& DROITS
INDIRECTS

MEDITERRaNES

NAVAL

GROUP

28

WOARLD CUSTOMS ORGANIZATION
OAGANISATION MONDIALE DES DOURNES.

medgorts

solution logistique

THALES
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MGI VOUS ACCOMPAGNE VERS LE PORT VERT DU FUTUR n

CONTACTS

Fabrine FRESTEL

@ f.frestel@gyptis.fr e +330491141230
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Agenda

1. How Moody’s assesses cyber risk
2. Our 2020 scenario

3. Some concrete examples

31



1. How Moody’s assesses cyber
risk



Cyber risk is rising

Digitization, greater intersection of supply chains, connectivity and access to
data are creating new vulnerabilities

Sector mean digitization scores and percent change, 2002 and 2016

SCORES: 2002 2016 CHANGE: %

33

Construction

Mining (Except Oil and Gas)

Agriculture, Forestry, Fishing, and Hunting
Transportation and Warehousing

Basic Goods Manufacturing

Accommodation and Food Services

Arts, Entertainment, and Recreation

Other Services (Except Public Administration)
Real Estate and Rental and Leasing

Oil & Gas Extraction

Utilities

Wholesale Trade

Adm. & Support and Waste Mgmt. and Remediation Svcs.
Advanced Manufacturing

Media

Educational Services

Retail Trade

Finance and Insurance

Nursing and Residential Care Facilities, and Social Assistance
Management of Companies and Enterprises
Information and Communications Technology
Health Care Services and Hospitals

Professional, Scientific, and Tech. Svcs.

175
150
129
120
120
100
94
76
73

72

69

69

68

63
58
52
46
41
39
38
38
31
28



Moody’s objectives

Two strategic pillars: capacity building in the rating agency and formation of an

assessments group.

Build Cyber Expertise in Credit

Deepen Moody’s cyber risk capabilities and profile:

»

»

»

»

34

Create a framework to incorporate cyber security risk into our
credit risk analysis,

Develop cyber data sets, analysis and reports that can be
efficiently used in the MIS analytical process when considering
the impact of cyber on credit ratings

Develop and execute a robust, data driven research agenda

Build Moody’s brand recognition around cyber through
research, publishing, outreach and partnerships that will
enhance our capabilities

Comprehensive Assessment

Create a new cyber risk product offering with cybersecurity
company Team8 to assess how vulnerable businesses are to
cyber attacks.



Moody’s cyber framework

A relative assessment which started at the sector level

Two dimensions: vulnerability and impact

Relative assessment under a five-point scale

Assessment at the sector level

Only sector-wide mitigants considered

35



Moody’s cyber risk framework

We have considered seven different factors

RISK FACTORS RISK LEVELS

Qo Med-High

E@ Brand impact
"
Business size and profile % .
E Medium
Legal regulations and
L'?@[I consequences
Sensitivity of collected Med-Low
data >
el
E Manage crisis and
//_;,f recover Low
Services and essential
. I
o

Financial impact

36



Moody’s cyber risk framework

Cyber risk levels and Moody's-rated debt

SECTOR High Med-High Medium Med-Low Low
L Public Sector Housing §
_'_'!tl':(_:)_'l:{?_!Qg:::::_'_':::_'::::_'::::_'::::_':::_'_':::_'_':::_'_':::_'_':::_'_':::_'_':::_'::::_'::::_'::::_':::_'_':::_'_':::_'_':::_'_':::_'_':::_'_':::_'::::_'::::_'::::_':::_'_':::_'_'::_'O_'_T:§p_"_2_':_'_':::_'_':::_'::::_'::::_'::::_':::_'_':::_'_':::_'_':E

i O Higher Education o— chool Districts |
_'_'EE@:L(?:?:::_'_':::_'::::_'::::_'::::_':::_'_':::_'_':::_'_':::_'_':::_'_':::_'_':::_'::::_'::::_'::::_':::_'_':::_'_':::_'_':::_'_':::_'_'::::.'%Qi%:::.’::::_'::::_':::_'_':::_'_':::_'::§QIQA:_':::_'_':::_'::::_'::::_'::::_':::_'_':::_'_':::_'_':E
@— Hospitals - Medical Devices Pharmaceuticals E

Malc: A0S R . S0 ¢ O, . 00—
| . Ports, $0.03 8 — Mass Transit PPP |
| AU Hectric Utilities Airports, $0.2 —O  $0.06 o- 3004 |

Infrastructure s ~~ O waeaweewme ilties $O9 -
""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" $0.4 T AT e

Sructure Sructured Finance i

Finance Lodging, Gaming and Cruise $4.8
_________________________________________________________________________________________________________________________________________________________________ % ! Nolototviuisivisiloisivistvisisivisisiiststvigisivisisissiststsisisisisisisststsisisisisisisiststsisisisisisisststsistsisiviviyiststvisisisisisiststyisisisisisisisststyisisisisisisitstsisisisisisisiststsiisisisisototel
i : - Telecom & Media Transportation Services _ Readl Estate
| Nonfinancial o150 _O 0.4 O_ Oil & Gas @507
E Corporat €S I o) $0 ?j %r?sumer Products Basc !
i Securities Hrms $2.2 —O O. Manufacturing & Autos $11 Commodities
!,'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_' :: b(). '_'_"_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_____'_'_'_'_$'1£6_'_'_'_'_'_'_'_'_'_'_'_'_'l_;_'_'_'_'_'_'_':.'.'.'.'.'.'.'.'.'.'.K/f.'.'.'.'.'.'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'$Q'-_'Q_'_'_'_'_','
! : Health Insurance Brokers—©  Asset Managers i
i Fina_nCIa_J Infrastructure Insurance Prop&?yog e $0.07 i
. Institutions Providers 1 e : ;
| y Insurance, $0.2 Life Insurance !
: $0.01 Non-bank Finance Companies $0.4 i

e O e l

\ Government

Regional & Local
Governments

______________________



Attacks are underreported

» Although reporting frameworks for cyber risk events have improved in recent years, they
continue to focus on data disclosure, often with a focus on privacy

* General Data Protection Regulation
* NYSHIELD Act

e California Consumer Privacy Act

» Attacks that cause disruption are underreported, with only the largest attacks becoming public
through media coverage vs. disclosure rules

e Securities and Exchange Commission’s 2018 Guidance on cybersecurity disclosures adopted more
prescriptive language to encourage more consistent and timely disclosures of cyber events.
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Cyber risk management disclosures vary across sector

39

) RiSk, Risk Oversight Risk Management
Discussion
Total # of M.anage.ment Board Director . ClSO. Cyber Det.a.lled_R|sk Global Cyber i B IS
Sector Discussion & . . . interaction Mitigation Average
Issuers . Committee Qualifications . Insurance Strategy .
Analysis with Board Strategy Subcategories
Banks 10 7 5 5 3 5 5 7
Telecommunications & Media 10 4 3 3 5 5 2 6
Securities Firms an-d Market 18 17 9 7 5 8 9 4 5
Infrastructure Providers
Electric Utilities 10 8 6 2 4 3 3 5
Lodging, Gaming & Cruise 10 10 7 2 0 7 1 0 3
Retail 10 7 7 3 2 1 0 0 3
Technology 10 8 6 3 2 1 2 0 3
Health Insurance 7 7 6 2 0 0 0 0 2
Medical Devices 10 9 5 1 2 1 1 1 2
Hosp_ltaIS and Healthcare 0 0 4 1 0 5 1 1 1
Providers
Manufacturing & Auto 10 7 3 2 0 1 3 0 1
Transportation Services 10 8 6 2 0 1 2 1 1




2. 2020 Scenario



Ransomware

Ransomware attacks picked up speed in 2019 and will continue to gain pace in 2020

Ransomware attacks against US regional and local governments, 2013 to 2019

s Number of reported attacks Average amount of ransom
140 - $700,000

120 - $600,000

100 - $500,000
80 - $400.000
60 $300,000
40 - $200,000
20 $100.000

0 $0

2013 2014 2015 2016 2017 2018 2019

41



Data privacy regulations

The introduction of data privacy laws in a number of large jurisdictions raises the
likelihood of more frequent and higher fines in 2020

Top 10 data breach fines and settlements globally

Million of U.S. Dollars

Tesco
Yahoo! Inc. Bank
*18.5 ’
' = 21
Target Anthem,
Corp. $'| 48 Inc.
Uber Tech., $185
Inc.
May September October
2017 2018

42

Alphabet
(Google France)

*57

January

2019

Marriott
Int’l,, Inc.

25
British
Airways

2230

Equifax,
Inc.

*700

July

The
Austrian

Post

*20

October



National security

Government punitive actions against foreign firms will pressure revenue

Foreign technology companies are increasingly coming under scrutiny from government authorities

The Russian
government
announces its intent to
replace all Microsoft
and Apple software
with domestic systems
by 2030

2015 2016
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ZTE, a Chinese
telecommunications
company, faces a
trade ban that
prevents it from
acquiring parts and
software from US
companies; the ban
was later lifted

2017 2018

The US Department of
Homeland Security
directs all US deferral
agencies to
discontinue use of
products from
Kaspersky Lab, a
cybersecurity and anti-
virus provider with
headquarters in Russia

The Chinese
government
announces that all
government offices
and public
institutions in China
must abandon use
of foreign computer
equipment and
software within

three years

2020

The Committee on
Foreign Investment
in the United States
announces a
national security
review into a
Chinese company’s
acquisition of
TikTok, a popular
platform for sharing
short videos

The FBI investigates
FaceApp, a face-
editing application
created in Russia,
and says any mobile
application
developed in Russia
is a “potential
counterintelligence
threat”



Supply chain

Risks from vendors and software supply chain exposure will continue

44

Compromised suppliers can affect customers in many ways

Suppliers can unintentionally
expose confidential data Attackers can use suppliers
o= . ¢ as an entry point to their
! / __ [ o0 " — ) client’s IT systems
' [ o"' / ‘l.‘ \

P

\ Pl

.
N

S
; SIS
SIS
N

Attackers can corrupt
suppliers' product




3. Some examples

45



Travelex

Cyberattack disrupts online business, forces manual operations, a credit
negative

 Travelex was hit by the ransomware Sodinokibi in January 2020. As a result, it chose to shut down its the
website and apps. A large share of its operations had to operate manually.

 The attack will reduce revenue and margins, a credit negative. Assessing the ultimate credit impact will
depend on total remediation costs, insurance benefits and effects on consumers’ confidence.

 No rating action taken yet in light of Travelex’s low rating (B3 negative) and history of shareholder support.
Also, the financial cost of the attack is still unknown.
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Equifax

Cybersecurity investments, lagging operating performance
and debt-funded M&A to welgﬁ on metrics

Equifax’s Moody’s-adjusted credit ratios

Debt/EBITDA (left scale) ——FCF/debt (right scale)
3,0x 16%
14%
2,6x
12%
2,2X 10%
"""" 8%
186x N 9 . ] i e 6%
~~~~~~~~~~~~~~~ 4%
14x B B L TS e-mT
2%
1,0x 0%
2017 2018 2019F 2020F 2021F
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Utilities
Grid modernization heightens vulnerability of US utilities to cyberattacks

Advanced meter infrastructure illustrates the appeal and potential perils of grid modernization

Advanced metering infrastructure (two-way communication) Automated meter reading (one-way communication)
90

Customers (millions)
N W s B O N @
(=] (=] (] (=] (=] (=] (=]

=
(]

(==

2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018
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Hospitals & health service providers

Cyberattacks pose growing operational and financial risks for hospitals

49

Hospitals are exposed to various types of cybersecurity threats

Threat

Potential impact of attack

E-mail phishing attack

Malware delivery or credential attacks. Both attacks further compromise the
organization.

Ransomware attack

Assets locked and held for monetary ransom (extortion). May result in the
permanent loss of patient records.

Loss or theft of equipment or data

Breach of sensitive information. May lead to patient identity theft.

Accidental or intentional data loss

Removal of data from the organization (intentionally or unintentionally). May lead
to a breach of sensitive information.

Attacks against connected medical devices that may affect patient safety

Undermined patient safety, treatment, and well-being.




Banks

Global investment banks heighten readiness against constant cyber threat
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Assessment of cyber risk impact: an example for a global investment bank

Moderate

High

Very High

Disruption of critical processes
- Systems interrupted

- Length of interruption

- Customer defections

- Monetary loss

Client data
- Data loss / corruption

- Data exposed to third party

Reputational effects
- Negative media coverage
- Legal actions

- Requlatory response

One system
Temporarily
None

$ ten millions

None

None

Local
Potential

Regulatory findings

Multiple systems
Less than one day
Some franchise clients

> $100 million

Temporary

Temporary

National / International
Modest scale

Regulatory actions

Numerous systems
More than one day
Large franchise clients

> $500 million / $1 billion

Sustained

Sustained

Global and persistent
Prolonged, large scale

Loss of licences



Governments
Cyberattacks on governments are rising but pose limited risks to credit quality

Overview of recent attacks

AREA OF IMPACT

: — y o APRIL 2007
Integrity Availability Confidentiality A string Of cyberattacks it Estonia,
targeting the online services of banks,
media outlets and government entities.

DECEMBER 2015 The attacks swamped servers with
In Ukraine, threat actors attacked critical spam and automated requests.

infrastructure, including 30 electric
substations leading to over 200,000
consumers losing power for up to six

hours.
OCTOBER 2019
2015 India’s state-owned Kudankulam nuclear
The US Office of Personnel power plant disclosed a cyber breach of
Management discovered the theft its IT system, exposing one of the FEBRUARY 2016
of sensitive information involving APRIL 2019 coun_try‘s most critic.al s_ectors to Attackers stole $81 million by
about 21.5 million people who had Attackers gained access to the possible cyber exploitation. issuing fraudulent SWIFT payment

undergone background checks. messages in the name of the central

ity of Tallah J 1
City of Tallahassee's payro Bairik of Banglsdesh:

services and diverted nearly
$500,000 to illegitimate
recipients.

JULY 2019

A ransomware attack on the City of
Johannesburg's electricity provider denied
access to its website and disrupted attempts
to respond to electricity cuts, affecting
about 250,000 residents.

MAY 2019

The City of Baltimore's servers
were breached by ransomware;
the attack took the servers offline,
encrypted files and locked out
users.
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Governments

Cyberattacks on governments are rising but pose limited risks to credit quality

52

Channels through which a hypothetical cyber event could weaken government credit profiles

Ratings Methodology Factor Scores

Sovereign

Regional & Local
Governments (RLGs)

Hypothetical cyber event

Credit impact

Economic strength

Economic fundamentals

1

An attack on critical infrastructure could disrupt economic
activity, or an attack could be perpetrated on a smaller,
less diverse government that relies on a single industry
as a source of growth.

Economic growth could slow
significantly and economic strength
could be impaired.

Institutions &
governance strength

Governance &
management

88

A cyberattack could expose sensitive information that
reveals institutional arrangements that are weaker than

previously thought.

Our assessment of institutional
effectiveness and quality of
governance could decline materially.

Fiscal strength

Financial performance &

While rare, fiscal costs associated with a cyberattack

Financial resources and fiscal

debt portfolio could be so large that they result in weaker overall fiscal strength could decline.
strength for sovereigns, or weaker financial performance
and debt profiles for RLGs.
Susceptibility to event  NA A cyberattack could attempt to disrupt domestic or Palitical risk could rise.

risk (Political risk)

geopolitics, including through direct or indirect election
interference.



4. Appendices



Financial institutions are highly exposed to cyber risk
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~ Education

Healthcare — 7 [ Housing — Public
* Infrastructure
Nonfinancial Structured
Corporates Finance

Sector Vulnerability
Banks HIGH
Market Infrastructure Providers HIGH
Securities Firms HIGH
Health Insurance HIGH
Asset Managers MEDIUM
Life Insurance MEDIUM
Insurance Brokers MEDIUM
Non-bank Finance Companies MEDIUM
Property & Casualty Insurance MEDIUM

Impact

HIGH

HIGH

HIGH
MEDIUM
MEDIUM
MEDIUM
MEDIUM
MERIUM

MEDIUM

I

) " Market Infrastructure Securities
Overall (ln s bllllOﬂS) Providers F”'ms

92

402

t Life
Insurance

71 Insurance
Brokers

661
Non-bank
Finance
Companies

& 229

n‘ 'r'ance

RISK LEVELS: MM High [ Med-High Medium Med-Low Bl Low



Corporates have a diverse risk exposure

Education
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Sector

Basic Commodities
Consumer Products

Lodging, Gaming and Cruise
Manufacturing & Autos

Oil & Gas

Real Estate

Retail

Technology
Telecommunications & Media

Transportation Services

Vulnerability

LOW
MEDIUM

HIGH
HIGH
LOW
LOW
HIGH
HIGH

HIGH

HIGH

Impact

LOW
LOW
MEDIUM
MEDIUM
MEDIUM
LOW
MEDIUM
M ERICM

MEDIUM

MEEIWM

Healthcare Housing  Public
* Infrastructure
Nonfinancial Structured
Corporates Finance
| |
Overall (in $ billions)
723
Retail 1,622 .
Manufacturing
& Autos
1,724
Telecommunications
& Media
2,219
Technology
1,694
1,089 Oil & Gas
a7 Consumer
Lodging, Products
Gaming
and Cruise
RISK LEVELS: I High Med-High Medium Med-Low - I Low



